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Ucnoab3zoBanue «Ilecounuund» (Sandbox):
«Sandboxie» + «Buster Sandbox Analyzer»

$& Ynpaenenue Sandboxie

- 0O X

WMa nporpammi!

= ¢ Necourmua BSA

D SandboxieRpcSs.exe
D SandboxieDcomLaunch.exe
3

 Mecouria Secure

O Mecouriua Unpack

PID

AKTUBHO

10792

12060

11544

3aronoBoK OKHa

1. Buster Sandbox Analyzer

2. SBIEXtra (0630p HCIONMHIEMBIX TIPOIIECCOB 1 TTOTOKOB H JIP.)

3. Antidel (mepexBaTbiBacT pyHKIMH, OTBEUAIOIINE 32 yaJIcHUE (ailioB)
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«Buster Sandbox Analyzer»

¥ Buster Sandbox Analyzer -0
@ 7 Options [} Editor ;,',} Viewer Utilities (% Updates ), Help
Sandbox folder to check  |C:\Sandbox\BSA 2
Last used sandbox folders | _I

API Call Log

RegSetValueE xHKCUAS oftware\Microsoft\windows\CurrentVersionInternet Settings’\ZoneMapi\S avedLegacySettings, REG_BINARY) [ | |
LoadLibrary(c: \windows suctam@uchbonip dll) [

LoadLibrary(wshtcpip.dl]

GetModuleHandlelws2 32.dlll

bind[port=0)

connect] 19u.9. 50, 193:6U |

Executing: c:\documents and settinasha

LoadLibrary(kernel32.dll)

LoadLibrary(msvert.dll

GetModuleHandle(lz3

LoadLibramy(lz32.dll] [. suucwne ne anu soun igs sammmmmaion appieausn 1 uawa wpigva v cac
LoadLibrary(advapi32.dl) [c:\documents and settings\aamlllilialol\application data
ReglpenKeyEx(HKCR\Microsoft DiskQuota. 1) [c:\documents and settingshaamlllilialolsanninahnn dat:
RegOpenKeyE x(HKCRYEEEEEE) [c:\documents and settingshaamilililalol\application datz
LoadLibrary[msvert) [c:\documents and settingshaamlllillalol\application dat: ™~

GetModuleH andle(mscoree. dll]

GetModuleH andle(C:\WIND Q' 2 vsystemoc wnsctfime.ime

OpenProcess(]?7$2177777)

GetModuleHandle(KERNEL oe.wiw) ju. wuucwnents and settingshaamililiialol\application dat:

<J i | (2]
[IReady for next step!
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Ucnoab3zoBanue «Ilecounuund» (Sandbox):
«Sandboxie» + «Buster Sandbox Analyzer»

- OrcnexnBanne API-BbI30BbI 3aITyIIIEHHOTO MPUI0KEHUS.

- OTcnexuBaHue co3aBaeMbIX (PaiijloB U MapaMeTpOB peecTpa.

- IlepexBar ceteBoro Tpaduka.

- bazoBelii aHanu3 (ailloB M WX MOBEASHUS (BCTPOCHHBIN
NOBEJCHYCCKNM aHalmmu3aTop, aHaiau3 Ha VirusTotal mo xemiawm,
ananu3 ¢ nomompio PEID, Exelnfo u ssdeep u T. 1.).

- Ilonmyuenwe JONOJHUTENBHON HWHGOpPMALUM 32  CYET
BBITOJIHEHUS B «IIECOYHMIIE» BCIIOMOTATEIbHBIX MIPOTPAMM U JP.

- HeBo3moskeH aHanmm3 (aiioB, BRIIOIHSIOMUXCS B «Kernel
@=== Mode» (ToabKo Ha ypoBHE «USEr modey).

- HeBo3morkeH aHanu3 (haiijaoB, OTCICKUBAIOIINX BHITIOJHEHHE B
«Sandboxiex» ( B «Buster Sandbox Analyzer» umetrorcs psin
MEXaHU3MOB, MPEMATCTBYIOIIMX TAKOMY OTCJICKMBAHMUIO).
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«Process Monitor»

2} Process Monitor - Sysinternals: www.sysinternals.com

File

Edit Ewvent Filter

Tools Options Help

FEHABRE| v AS B @[ XM

Time ...
16:27:..
16:27:
16:27....
16:27:...
16:27:..
16:27....
16:27...
16:27:...
16:27:..
16:27....
16:27...
16:27:...
16:27:..
16:27....
16:27...
16:27:...
16:27:..
16:27....
16:27...
16:27:...
16:27:..
16:27....
16:27...
16:27:...
16:27:..
16:27....
16:27...

Process Name

W' Searchindexer....
... B Searchindexer....
= Explorer EXE
=1 Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE

PID  Operstion

1472 B CreateFile
1472 r-_-_l@uer'_.'BasicInfor...
1472 BhCloseFile
1472 B CreateFile
1472 r-_:}.l:]uer'_.rDirectu:ur'_.r
1472 BhCloseFile
1472 BhCreateFile
1472 r-_-}.@ueryDirectDw
1472 Sk CloseFile
1472 BhCreateFile
1472 r—_:_in@uer'_.'Directur:.r

1472 B\ CreateFile

1472 r-_-_l@uer'_.'Director:.r
1472 BhCloseFile

1472 Sk QueryNamelnfo...
1472 B\ CreateFile

1472 r—_-_l@uer'_.'BasicInfor...
1472 BhCloseFile

1472 B CreateFile

1472 r-_-l@uewDirectu:ur:.r
1472 BhCloseFile

1472 BhCreateFile

Path

844 B FileSystemControl C:
844 A FileSystemControl C;
1472 Sk QueryNamelnfo...C:)
MUsers\Expert®
MUsers'\Expert'
MUsers\Expert®

Wsers' Expert

C
C
C
Ch
Chlsers
Ch
Cilsers
CAUsers Expert
Chlsers
CAUsers'Bxpert
CAlsers\Expert
1472 BhCloseFile C:\Users' Expert
CAUsers'Bxpert'
CAUsers'Expert
CAlsers\Expert
CAUsers Expert’
CAUsers'Bxpert'
C:AUsers'Expert
CAlsers\Expert
[
C
[
C

“Users
“sers

1472 r-_-}.@ueryDirectDw CAUsers Expert

Desktop®
Desktop™
Desktop™
Desktop™

Desktop

Desktop

Desktop™
Desktop

Deskiop®
Desltop™
Desktop™
Desktop™

Procmon exe
Procmon exe
Procmon exe
Procmon exe

Procmon exe

Procmon exe
Procmon exe
Procmon exe
Procmon exe

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Dietail

Cortral: FSCTL_R...
Cortral: FSCTL_R...
Name: “Users“Exp...
Desgired Access: R...
CreationTime: 19.0...

Desired Access: R...
Fitter: Users, 1: Users

Desired Access: R...
Filter: Expert, 1: Bx...

Desired Access: R,
Fiter: Desktop, 1: ...

Desired Access: R...
Fitter: Procmon exe...

Name: “Users"Exp...
Desired Access: R...
CreationTime: 19.0...

Desired Access: R...
Fitter: Users, 1: Users

Desired Access: R...
Filter: Expert, 1: Bx...

Showing 442 444 of 653 438 events (67%)

Backed by virtual memory
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16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:....
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:....
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:...
16:35:....
16:35:...
16:35:...
16:35:...
16:35:...

artivir exe
antivir exe
antivir exe
artivir. exe
artivir exe
antivir exe
artivir.exe
artivir exe
artivir exe
antivir exe
artivir. exe
artivir exe
antivir exe
antivir exe
artivir exe
artivir exe
antivir exe
artivir.exe
artivir exe
artivir exe
antivir exe
artivir. exe
artivir exe
antivir exe
antivir exe
artivir exe
artivir exe
antivir exe
artivir. exe
artivir exe
artivir exe
antivir exe
artivir. exe
artivir exe
antivir exe

«Process Monitor»

7| Process Monitor Filter

Display entries matching these conditions:

==

[Pror.ess Mame

= ] [r.amalns w | antivir

« | then |Indude ~

Column Relation Value Action ot
@ Process N cortains antivir Include e

@ Process N... is Procmon exe Exclude

@ Frocess N... is Procexp exe Exclude

@ Process M... is Autonuns exe Exclude

@ Process M. is System Exclude

[¥]€ Onerstion__herins with IRP_M Frchide: S

3740 S ReadFile
3740 2k ReadFile
3740 Bk ReadFile
3740 2h ReadFile
3740 2k ReadFile
3740 2k ReadFile
3740 2k ReadFile
3740 =k ReadFile
3740 2k ReadFile
3740 Sk ReadFile
740 [2h ReadFils
3740 2k ReadFile
3740 2k ReadFile
3740 Bk ReadFile
740 2 ReadFile
3740 2k ReadFile
3740 2k ReadFile
740 B\ ReadFilz
3740 =k ReadFile
3740 A CreateFile

3740 B CreateFileMapp...C:
3740 [BhQueryStandard| ..
3740 A CreateFileMapp...C:

3740 A ClossFile
3740 Bk CreateFile

3740 BhQueryStandard| ... C:

3740 2h QueryBasiclrfo
3740 Sk GuenyAttributel.

3740 [BhCreateFisMapp...
3740 Bk QueryStandard| ... C:
3740 A CreateFileMapp...C:

3740 B ClossFile
3740 [ShCreateFile
3740 '—_-*jnOueryDirecmw
3740 Bh ClossFile

“Desktop'file:

“wwinsxsocB6_microsoft windows .co ...
“winsxs'w86_microsoft windows .co...
“wingxs'a86_microsoft windows.co...
“Globalization'Sorting".Sort Defautt nls
“GlobalizationSorting*.Sont Defautt nls
“Globalization . Sorting*.Sort Defautt nls
“Globalization . Sorting* Sort Defautt nis
“GlobalizationSorting".Sort Default nls
“Fonts'sserfer fon
“\Fonts'sserfer fon
“\Fonts'\sserfer fon
“Fonts'sserfer fon
“\Fonts\sserfer fon
“\Fonts'\sserfer fon
“\Fonts'sserifer fon
“Fonts'sserfer fon

“Users' Expert\Desktop'files’ 1111y Login

“Uzers' Expert Desktop files’ 1111y Login® 11
C\Users'\Expert'.Desktop'files 1111y Login

“Desktop'files' 1111y \Loginant...
“Desktop'filest 1111y Loginant...
Desktop'files’ 1111y \Login“ant...
...5UCCESS
...SUCCESS
. ...SUCCESS
“Desktop'files’ 1111y \Login“ant...
“Desktop'files’ 1111y \Loginant...

) 1 ! “ant... SUCCESS
...SUCCESS
“Desktop'files’ 1111y \Login“ant...
“Desktop'files' 1111y \Loginant...
“Desktop'filest 1111y Loginant...
Desktop'files’ 1111y \Login“ant...
11Ty \Login®ant...
“Desktop'filest 1111y \Loginant...

SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WITH ...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WITH ...
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NO SUCH FILE
SUCCESS

Offzet:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offzet:
Offset:

Offset

Offset

1608192, Length: 16 38:
1624 576, Length: 16 38
1640 960, Length: 16 38
1657 344, Length: 16 38
1673728, Length: 16 38
1650 112, Length: 16 38
1706 496, Length: 16 38
1722 880, Length: 16 38:
1739264, Length: 16 38

: 1755 648, Length: 16 38
Offset:
Offzet:
Offset:
Offset:
Offset:
Offset:

772032, Length: 16 38
1788 416, Length: 16 38:
1804 800, Length: 16 38
1821184, Length: 16 38
1837 568, Length: 8132,
136 192, Length: 4 096, |.

: 201 728, Length: 32 768,
Offset:
Offzet:

168 960, Length: 32 763,
103 424, Length: 32 768,

Desired Access: Generic Read, [
SyncType: SyncTypeCreateSecti
AlocationSize: 2 345 024, EndOf
SyncType: Sync TypeCther

Desired Access: Generic Read/E
AlocationSize: 83 632, EndOfFile
CreationTime: 13.07.2009 23:31:
File SystemAttributes: Case Preser
SyncType: SyncTypeCreateSecti
AlocationSize: 89 632, EndCfFile
SyncType: Sync TypeCther

Desired Access: Read Data/List |

Fitter: 11
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